
45ti.bfh.ch

Master of Science in Engineering BI BE BU VA

Vadym Uvin

In this project we develop and 
build an awareness demo to inter-
cept and decrypt SMS messages 
in GSM networks using only com-
modity hardware and open source 
software. Such demo should be 
used to show that the SMS in 
GSM networks can be intercept-
ed and decrypted. Hence, we will 
be able to show that it is an inse-
cure means of communication to 
transfer confidential data such as 
banking information (e.g. balance 
statements) or passwords.

The possible intercepting scenario 
looks as follows. We send a test 
SMS message to our phone and 
use a special device to intercept 
the radio signal from the base sta-
tion. We then decode and decrypt 
captured SMS message.

In our work we describe the con-
cepts and implementation of pas-
sively intercepting SMS text mes-
sages over GSM’s air interface by 
means of the software defined ra-
dio called USRP (Universal Soft-
ware Radio Peripheral).

We also review major weaknesses 
of GSM’s A5/1 cipher which make 
it possible to construct Rainbow 
Tables and to perform known-
plaintext attacks to identify the 
ciphering key and decrypt the 
ciphered SMS text message.

Our implementation is based on 
open-source software which rep-
resents the GSM radio layer. In 
order to support GSM channels 
which employ frequency hop-
ping (i.e. changes of central GSM 
channel frequency over time), we 
have extended the existing soft-
ware with the wide-band capture 
capability which allows decoding 
the hopping GSM channel.

Our demo is based on self-pro-
grammed Python scripts which 
make it easier to perform attacks 
on the GSM A5/1 cipher in order 
to find the session key.

As a result, we have built an 
awareness demo that requires no 
more than 15 minutes of time to in-
tercept and decrypt an SMS text 
message in GSM networks. We 
have employed only commodity 
hardware and open-source soft-
ware with self-programmed modi-
fications.

Our awareness demo can be used 
to show how little effort is needed 
to intercept an SMS message in 
GSM networks. It also significantly 
contributes to raising the aware-
ness on the insecurity of GSM’s 
current 64-bit A5/1 encryption 
within a broader audience.

Today SMS messages offer a quick and easy way of almost immediate transfer of information to a mobile 

phone. Even when a mobile phone is off, an SMS is still able to reach its subscriber once its phone is up 

and running again. Very often banks employ SMS messages to deliver confidential data to their clients, 

such as balance statements or one-time passwords. However, the GSM encryption has been broken.
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