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Who we are (our activities in RFID). aw

Institute of Embedded Systems, Winterthur, Switzerland
Part of Zurich University of Applied Sciences

Involved in teaching, applied research projects m‘ =
» Wired: Industrial Real time communication (Ethernet, ...) I

» Wireless: WPAN, RFID, UWB
» Energy harvesting, very Low power applications
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Example of radio tag powered with a small solar cell
Cheap solar cell (about the third of the area of 1Euro coin)
Works in normal office luminosity conditions
Several low power microcontrollers (here MSP430)
Different wireless protocols (here Tl proprietary)
“Install and forget”
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Demonstrator: Battery free wireless automation aw

The receiver The sender can use different power sources
controls a lamp EM6819, EM9201, LTC DC/DC for Seebeck

Electro-dynamic Seebeck Solar
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Start and run a microcontroller on 2 microdJ
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zh
Introduction aw

 What are RFID tags
— Circuits that will wirelessly communicate their identity by using the
RF field of a reader

> ldentity is sent to the reader when required
— Passive tags

» They draw their energy from the reader
— Active tags

» Get all their energy from another source (batteries)
— Semi-active / Semi-Passive
— Frequency of operation
» LF: 125KHz -140 KHz (proximity: magnetic coupling)
» HF: 13.56 MHz (proximity, vicinity: magnetic coupling)
» UHD: 868 MHz, 900 MHz (long distance: electromagnetic)

» 2.4 GHz
- There are different protocols in use
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Introduction (Example of Tag)

Tranceiver
Oscillator Amgnna
Driver
Filter
and -+ Demodulatar |- ——
Gain —
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Data decoder

» Data received
from transponder

Transponder coil

Transeiver coil

RF Carrier

Transponder

Cail1

EM4102
Coil2

Signal on coils

Diagrams taken from datasheet of
EM4102 (125KHz tag), EM Marin
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Introduction aw

 What are RFID sensors?
— Sensors data is sent in place of identity, or mixed with identity
— Communicate their measurements to RFID reader .
— Several readers can be linked together (RSN - RFID Sensor
Networks)
» Temperature/light .... sensors
» Sensor in the body
« Active (external power source)
— Sensors sometimes need a lot of energy

« Passive
— Get their energy from the reader (magnetic/electromagnetic)

» Need no extra supply

» Can be used in environment where change of battery is
difficult or impossible
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Case for RFID sensors aw

« Current RFID tags/sensors:

Mostly state machines with a sensor
Dedicated devices (built for a particular application or sensor)
Little/no flexibility in the type of sensor
Little/no flexibility in adapting to other protocols
There are some intelligent tags, but most use external power
sources

» Based on FPGA/CPLDs ,ARM based micros,...

» Greedy in energy

The WISP is a passive RFID emulation for sensors based on
the MSP430 Works down to 1.8 volt

ucTag developed by INES and first presented at Embedded
World 2009 is a passive RFID tag for ID and sensors
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Case for intelligent and passive RFID aw
sensors

 Introduces flexibility
— Different types of sensors possible (no dedicated chips)
— Microcontroller can enhance sensing (e.g. Averaging, filtering)
— Adaptation to different RFID protocols (load new programs)

« Allows emulation
— Emulation of RFID protocols (check robustness, speed ,anti-

collision schemes, ...)
— Passive emulation (nearer to real product), smaller size,

cheaper
« Enhances security
— Use of processing power to implement better security
(compared to state machines)
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Challenges to overcome in order to realise
intelligent and passive RFID sensors

« Low power consumption is critical (also for sensor)

« Harvest and store energy, power management

 Choice of the microcontroller is critical

Enough processing power to implement needed schemes
Energy requirements should be low (also at start up)
Good power saving modes

Low voltage is an advantage (1.8 v or lower)

Fast wake-up from power saving modes and interrupts
Enough timing precision for reliable communications
Enough memory to allow implementation of protocols
Low power non-volatile

Good interfaces for sensors
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pcTag HW: system block diagram

Rectifier Single or Power
Antenna Multioli Dual limit i Switch
o/ (Multiplier) — low power
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pucTag HW: EM6819 microcontroller aw

- Works from 0.9V- 3.3V (allows gains in distance)

- Uses internal multiplier to run between 0.9v and 2v

- CoolRISC CPU, 7.5 Mips at 15 MHz (more processing power if needed)
- Specs typically 140uA @ 1 Mips (3V) better than most micros

- Timers (can be used for modulation, timing)

- Wake up counter (can be used for energy accumulation)

- ADC (for Analog sensors that can live with 10 bits)

- 16K Flash (emulation of identity, protocols, ...)

- EEPROM Emulation, SPI

- Easy to use serial programming and debugging interface
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ucTag HW: EFM32G230F128 micro aw

* Very low power 32-Bit micro from Energy Micro

The EFM32G230F128 is a new low-power microcontroller
Very low current consumption in different modes
Available with several Flah/RAM sizes (32K ... 128K)
Powerful industry standard Cortex M3 architecture
Analog and digital interfaces for different sensors

Too many features to name. Check datasheet yourself

The silicon we used (available in early 2010) still had some bugs and
problems. Resulting in non optimized routines in our software

Many examples and demos where not yet available during the project
phase.

Zircher Fachhochschule 14



zh

pcTaaq First generation HW with EM6819 aw

« Emulation of EM1222 tag (868 MHz, Data as 64-Bit ID, sent to
reader at 256Kb/S, Micro needs 50dA running at 500KIPS)

868 MHz dipole antenna

; Voltage
Foreseen for data/clock — 4 multiplier
extraction (not yet integrated) ~/j&= |
% Energy

accumulation

EM6819 microcontroller and
programming interface
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zh
pcTag First generation results aw
« Tag at 2m from reader
(500mW). 147nF
buffer capacitor used
changes on supply

<% Agilent Technologies VWED FEB 18 13:11:48 2009

Harvested power.
Voltage on micro supply

 The Micro sends the *
identity (or id + sensor

Freg(1 }:No edges

\ Pk-Pk(1): 1.11V J

data) and then goes Modulating signal from
Into sleep mode. port pin
° DUrlng Sleep, the iw SCDDeﬁiiall DSeJ‘?Lllﬂt PrSe:\sfeto Cluick_IPrint

supply rises again
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pcTag First generation results aw

Z% Agilent Technologies WED FEB 18 13:12:15 2008
« Tag at 2m from reader soo/ §_ B 100V 4 72808 20008 Stop 5 W 688

(500mW). 147nF buffer ‘

Pt | .

* The voltage sinks as the
tag starts to send its
iInformation. The sending
last about 1.2 ms. The
energy Is more than
enough to send the data,
even while using such a
small capacitor as buffer

S te= s-oo- 10
' Recall Default Press to Quick Print
~- Setup Save _
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pcTag second generation aw

« Motivation
» First generation limited, especially for complex protocols
» Micro with fast reaction time and more processing power needed
» Improvement of energy harvesting and power management
« 2 Boards solution: Flexibility. Allows different microcontrollers.
» Base board for Energy harvesting and management

» Piggy board for Microcontroller

ROTIETE T  |

........

RX signal st TX signal
unbalanced signal
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pcTag second generation aw

« Hardware (Base board + Piggyback)

— Charge Pump

— Energy storage

— Piggy Board with EFM32G230F128 microcontroller

« Software-based signal processing to emulate
UHF protocol

VOLTAGE Vg
DETECTION FRAM
ow
|
Anterns | | Bsclkscatter Enmrgy L - c
Ealun Circuit Harvesting T -—
wl
1 d i anc -
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Some difficulties for complex protocols aw

« Some important EPC Gen2 protocol requirements

— Short reaction time (worst case: 12.5us)
— Complex CRC calculation
— Heavy payload

» Inventory : 18 Bytes
» Read Command for the TID membank : 34 Bytes

« EPC Gen2 Collision detection

— The collision detection is very useful but the additional effort needs more
time and energy.



Difficulties with complex protocols

aw

* Regularly sample the incoming signal with little energy
— Detect the synchronization, headers

— Measure times

— Make required calculations for bit rate
— Calculate CRCs when needed

— Decode commands and send answers
— The combination of timers, DMA, CPU of the EFM32G230F128 proved

very valuable for this challenge
« Enough resources/processing power for large programs
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Implementation (Communication example)

aw

Empfangen
Datenbit
Header Timer1 Capture/Compare 0

b Capture /Compare 2 Erkennung TOP Capture /Compare 2
) ¢ RTcal | Datai ) Data0 | Erkennung apture /Compare 2

P mit nmp:rr1 + =

Timer1 | | |
= i Capture /Compare 0 uDMA upao
—— “—Framesync ¢ Select — °*
e 14 MHz C 7 MHz C
o Header Erkennung : Clozck i Daten Erkennung: CI:ckore
GO LI T i FEA i S i e e s ]

:q—) Befehl decodieren State Machine DataCollector

>

b : EPC Gen2 konfo Daten vorbereiten +
1 > alyze* Modul e en onformes > en vo en
A Verhalten CRC Berechnung
-

-

14 MHz C 7MHz C 14 MHz C
% Ganze Verarbeitung c“:ck o Ganze Verarbeitung C I;Ckore Ganze Verarbeitung Clolck e
o SO 00 0 P P T = (A SO O [T N R AV AT TR
Versenden
FMO Modulation
5 Rckantwort Timero0 (Fi Generat e | =
— an per Tim requenz erator
E‘ Mode) modelieren » i,)
" 12 leading
:': Zeros
o 7 MHz Core
Ganze Verarbeitung Clock




Implementation

zh
aw

Passive RFID Tag Emulation (Gen2 EM Microelectronic tag
emulated)

All “Inventory”-Commands implemented
All “Read Access” Commands implemented
Anti-collision (Slotted ALOHA) implemented

Important states implemented (Kill and Open states not
Implemented)



Setup & results aw

« Lab reader used for tests (max power
500 mw)

 pTags and RSN Software tested

— RSN Software to adapt to same tag sending
different values

— ucTag (in passive mode)

* |Inventory , Read-Command

= Anti-Collision
= Passive tests conclusive until 1.6 m




zh
Setup & results aw

« At 0.2 m (enough energy harvested. Voltage at 2.8V — 3.5 V)
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Setup & results aw

« At 1.1 m (harvested voltage down to 1.9V — 2.4V)
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Setup & results aw

« Zoom at 1.6 m (harvested voltage down to 1.9V — 2.4V)
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Results aw

« Data captured and displayed

using a RSN software e =

SEY) Tage | Rasder formation | SatusPage DOOOCOOODNEAD:NG0000X | coconpomooncmsozosost |
. . RO NBAG e Tag 1.4 (BA10_ _1)
developed in the project e onmmne

Senzoe Dot Volage

« Wide operating range up to 1.6 . SeworData  [r:  VoltageData [

€] ';. W\ﬂp ’E

meter = < ™3 \/-\ :

* Internal counter used to : J ‘
simulate sensor R -

Meratry Locatirs | | Maravy

EIDAD00 11 2345470




zh
Battery supported Operation aw
* In case of Semi-Passive Operations with battery support
— CR2032 Li-Mn, 3V used

* Type of application 1: (Inventory-Rounds without sleep)

— Inventory, Frame Length 8.6ms, polling-mode
— Result: 5 days
« Type of application 2: (Inventory-Rounds every minute)

— Inventory, Frame Length 8.6ms, Sleep Time: 1 minute, polling-mode

— Result: 20 years
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Conclusions aw

 We have shown that it is possible to passively emulate RFID
tags using low power microcontrollers. The emulated tags can
be fitted with different sensors, eliminating the need to develop
a new chip for every other sensors. Furthermore, the presence

of intelligence allows pre-processing functions and better
security

« For easy protocols, a low-power 8-bit microcontroller such as
the EM6819 will do

* For complex protocols, the low power 32-bit microcontroller of
Energy Micro is a very good choice.

Zurcher Fachhochschule
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zh
Future work aw

* The one and only existing 32 bit passive implementation of a
RFID Tag (as far as we know)

* Very flexible software design and a module based concept
allows to simply extend and modify the software

« Work will continue to deal with the following issues:
— Implementation other features
» This is basically energy uncritical software work
» Newest components for harvesting (better range)

— Use of a new low power microcontroller with much shorter wake-up times,
more energy efficient
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Thanks./ If you need more information aw

« Thanks to EM Microelectronic Marin for providing components
« Thanks to Energy Micro for providing components/kits
* For more information, contact

Prof. Dr. Marcel Meli, Head of Wireless Systems Group
marcel.meli@zhaw.ch

Zurich University of Applied Sciences (ZHAW)
Institute of Embedded Systems (INES)
Technikumstr. 9

CH-8401 Winterthur

Phone: +41 58 934 75 25
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Who we are + update of our activities. aw

ZigBee compatible Wireless Battery-less switch

« Use of electro-dynamic EH module (100 — 200 Micro joules)

 Frames compatible with 802.15.4 / ZigBee (about 30 bytes)

>
S

S SOSN:
“ -

ST
- '\ -
. :‘._A'?-'\.\
2 . " 7 : 4 »

No Batteries, No maintenance
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Who we are (our activities in RFID)
Emulation of complex HF, LF protocols using a micro.
« Credit card size

 Emulate, sniff, ... 1ISO14443A implemented

Zurcher Fachhochschule
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Who we are (our activities in RFID). Pairing aw

« /B used as wireless standard =y
« Lamp, switch, iPod use RFID for pairing

Mobile

EH-Switch 1

" Channel number

. SRCID \

\_ DESTID -}—>' I
™, End device l P

., Low power \

TRED T Non Sl || Mot Y=
. Analog i volatile i link || 802154 E-G |

 front-end ; : array ! ' || transceiver

i Power management i End Device x l

_______________________________________________________

Using an iPod/mobile phone as pairing tool
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Who we are + update of our activities

Cortex M3 with
1588 PTP support

CAN,

802.15.4
module

PoE HW

Zurcher Fachhochschule

Ethernet
100 Mb/S

Upper Layer

Layer 2

Layer 1

z.B.. Webserver

aw

¥
Apps
7 \ Bridging Funktion
TCP UDP ;
= = v
P P
RFC 4944 6LoWPAN RFC 2464 — Ethernet

Adaption-Layer

;

Adaption-Layer

|

|

IEEE 802.15.4

IEEE 802.3

802.15.4

6WL0OPAN-Ethernet Bridge
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Who we are + update of our activities aw

Multichannel sniffer

Sniff all ZigBee / 802.15.4 channels (adaptable to all bands 2.4 GHz, 868 MHz, ...)
. Linked to PC using Ethernet or USB

. Modular. Adapt to your needs. Better than 1 microsecond resolution

—_Propsnifter

e [
| e -

1 &7 .
15159 174805 (+0.063477) 1 =57 [Comman
151%59.236328 (+0.0615373)

[E e Set filter Chee fiver

éhamul i ‘v 32
5-Channel 802.15.4/ZigBee Sniffer f:il;.(-: »wu; l
._:,: | 03 &3 bb

A version to sniff all 16/channels exists. Real time communication
. between modules tens of meter apart possible (accurate time stamp)
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